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Download link for VM: https://drive.google.com/file/d/1JneW7LhGyuow31Q-zItHQ5xGF1J1xVUj/view?usp=sharing
For all the questions below, give the names of tools/and or commands you used to accomplish them, and explain your thought process in solving them. 

OFFENSIVE SECURITY
Questions
Given this VM, what is the first step you would take in attempting to attack it?
The attacker somehow accesses the host through the VM but he has no direct access on the host via Ethernet. First is having root would imply disabling the firewall and changing the general network settings.
Which ports are open on the VM? 
32111 
Open in both directions between your VM View Virtual Desktop and your VMware View Client. This facilitates USB redirection between your View Client and Virtual Desktop.
9427 
Multimedia Redirection (MMR) is supported by View Client and View Client with Offline Desktop on certain operating systems.
4172
Used for PCoIP in a VMware View 4.5 and later environment. This port is required for the PCoIP display protocol. The port 4172 UDP must be open in both inbound and outbound directions. The port 4172 TCP must be open in only the inbound direction.
3389

This port is required for usage in a View environment where Microsoft Remote Desktop Protocol (RDP) is the preferred display protocol. This port must be open between either the View Client and the Virtual Desktop, or the VMware View Connection or security server and the Virtual Desktop. 
4001 
This port must be open in the outbound direction so the View agent can report its status to the connection broker it is bound to.
What services are running on those ports?
Network Login Server (Active Directory Service)
VMware vCenter Agent
Syslog Server
Access the service through the host OS’ IP address
Which services do you think may be vulnerable and why?
Xen, KVM or VirtualBox it is possible for the host to have no internet access at all but at the same time having internet access on a VM. Start a new VM if he already has access to a running one including networking. 
Exploit one of the services to gain access - which service did you choose and why?  Please explain how you exploited that service.
KVM- somehow got access to the host through the VM but he has no direct access on the host via Ethernet. But how would he get data from the host to the VM?
What processes are running on the system?
Windows Session Manager
Client/ Server runtime
What users are present on the system?
[bookmark: _GoBack]Root, daemon, bin, sys, sync, lp, mail
What user are you currently running as after your exploit?
Mail
What is the hash of the root users’ password - this is located in the /etc/shadow file
root:$asdf.1AH.MJ3sivd4$YFoFnasdf4cZW9H6G6cbT4.1VBmasdfmv.a0wCU/i3zEFasdfasdf4W.:15843:0:99999:7:::
otheruser:$asdf.1AH.MJ3sivd4$YFoFnasdf4cZW9H6G6cbT4.1VBmasdfmv.a0wCU/i3zEFasdfasdf4W.:15843:0:99999:7:::
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